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Assets Summary (Executive)



vulmgmtproject
Summary

Critical High Medium Low Info Total

2 9 17 1 0 29

Details

Severity Plugin Id Name

Critical 213824 Wireshark SEoL (2.2.x)

Critical 56710 Wireshark / Ethereal Unsupported Version Detection

High 101898 Wireshark 2.0.x < 2.0.14 / 2.2.x < 2.2.8 Multiple DoS

High 100671 Wireshark 2.0.x < 2.0.13 / 2.2.x < 2.2.7 Multiple DoS

High 103985 Wireshark 2.2.x < 2.2.10 Multiple DoS

High 97574 Wireshark 2.0.x < 2.0.11 / 2.2.x < 2.2.5 Multiple DoS

High 166555 WinVerifyTrust Signature Validation CVE-2013-3900 Mitigation
(EnableCertPaddingCheck)

High 111387 Wireshark 2.2.x < 2.2.16 / 2.4.x < 2.4.8 / 2.6.x < 2.6.2 Multiple
Vulnerabilities

High 10907 Microsoft Windows Guest Account Belongs to a Group

High 99437 Wireshark 2.0.x < 2.0.12 / 2.2.x < 2.2.6 Multiple DoS

High 102920 Wireshark 2.2.x < 2.2.9 Multiple DoS

Medium 57608 SMB Signing not required

Medium 132101 Windows Speculative Execution Configuration Check

Medium 95435 Wireshark 2.0.x < 2.0.8 / 2.2.x < 2.2.2 Multiple DoS

Medium 107093 Wireshark 2.2.x < 2.2.13 / 2.4.x < 2.4.5 Multiple DoS Vulnerabilities

Medium 105007 Wireshark 2.2.x < 2.2.11 / 2.4.x < 2.4.3 DoS Vulnerabilities

Medium 96765 Wireshark 2.0.x < 2.0.10 / 2.2.x < 2.2.4 Multiple DoS

Medium 57582 SSL Self-Signed Certificate

Medium 176372 Wireshark 2.2.x < 2.2.17 Multiple Vulnerabilities

Medium 42873 SSL Medium Strength Cipher Suites Supported (SWEET32)

Medium 51192 SSL Certificate Cannot Be Trusted

Medium 104743 TLS Version 1.0 Protocol Detection

Medium 157288 TLS Version 1.1 Deprecated Protocol

Medium 117339 Wireshark 2.2.x < 2.2.17 / 2.4.x < 2.4.9 / 2.6.x < 2.6.3 Multiple
Vulnerabilities

Medium 106142 Wireshark 2.2.x < 2.2.12 / 2.4.x < 2.4.4 DoS Vulnerabilities

4

http://www.tenable.com/plugins/index.php?view=single&id=213824
http://www.tenable.com/plugins/index.php?view=single&id=56710
http://www.tenable.com/plugins/index.php?view=single&id=101898
http://www.tenable.com/plugins/index.php?view=single&id=100671
http://www.tenable.com/plugins/index.php?view=single&id=103985
http://www.tenable.com/plugins/index.php?view=single&id=97574
http://www.tenable.com/plugins/index.php?view=single&id=166555
http://www.tenable.com/plugins/index.php?view=single&id=111387
http://www.tenable.com/plugins/index.php?view=single&id=10907
http://www.tenable.com/plugins/index.php?view=single&id=99437
http://www.tenable.com/plugins/index.php?view=single&id=102920
http://www.tenable.com/plugins/index.php?view=single&id=57608
http://www.tenable.com/plugins/index.php?view=single&id=132101
http://www.tenable.com/plugins/index.php?view=single&id=95435
http://www.tenable.com/plugins/index.php?view=single&id=107093
http://www.tenable.com/plugins/index.php?view=single&id=105007
http://www.tenable.com/plugins/index.php?view=single&id=96765
http://www.tenable.com/plugins/index.php?view=single&id=57582
http://www.tenable.com/plugins/index.php?view=single&id=176372
http://www.tenable.com/plugins/index.php?view=single&id=42873
http://www.tenable.com/plugins/index.php?view=single&id=51192
http://www.tenable.com/plugins/index.php?view=single&id=104743
http://www.tenable.com/plugins/index.php?view=single&id=157288
http://www.tenable.com/plugins/index.php?view=single&id=117339
http://www.tenable.com/plugins/index.php?view=single&id=106142


Medium 108885 Wireshark 2.2.x < 2.2.14 / 2.4.x < 2.4.6 Multiple Vulnerabilities

Medium 26928 SSL Weak Cipher Suites Supported

Medium 110269 Wireshark 2.2.x < 2.2.15 / 2.4.x < 2.4.7 / 2.6.x < 2.6.1 Multiple
Vulnerabilities

Low 10114 ICMP Timestamp Request Remote Date Disclosure
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http://www.tenable.com/plugins/index.php?view=single&id=108885
http://www.tenable.com/plugins/index.php?view=single&id=26928
http://www.tenable.com/plugins/index.php?view=single&id=110269
http://www.tenable.com/plugins/index.php?view=single&id=10114
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